ASSOCIATION THE NEW PAGAN DAWN
TEHNIC DEPARTMENT
DOC. REGISTERED NO. DIT/TNPD/MDM/1/02.03.2022

v. EN

Mobile Device Acceptable Use Policy

Purpose

This policy defines standards, procedures, and restrictions for any and all end users
with legitimate business uses connecting mobile devices to THE NEW PAGAN
DAWN’s corporate network, digital resources, and data. The mobile device policy
applies, but is not limited to, all devices and accompanying media that fit the

following classifications:

e Smartphones

Other mobile/cellular phones

o Tablets

e E-readers

e Portable media devices

e Portable gaming devices

e Laptop/notebook/ultrabook computers

o  Wearable computing devices

e Any other mobile device capable of storing corporate data and connecting to a network

In order to enforce security and remote device management, only devices that meet

the following criteria are allowed to access corporate resources:

e Smartphones, tablets, and other devices running Android version 2.3 (Gingerbread)

and higher.
e Smartphones and tablets running iOS 5.0 and higher.

e Laptops running Windows 7 and higher
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e Laptops running Mac OS X Cheetah (10.0) and higher

The policy applies to any mobile device that is used to access corporate resources,

whether the device is owned by the user or by the organization.

The primary goal of this policy is to protect the integrity of the confidential client and
business data that resides within THE NEW PAGAN DAWN'’s technology
infrastructure, including internal and external cloud services. This policy intends to
prevent this data from being deliberately or inadvertently stored insecurely on a
mobile device or carried over an insecure network where it could potentially be
accessed by unauthorized resources. A breach of this type may result in loss of
information, damage to critical applications, loss of revenue, damage the company’s
public image, breach our data privacy requirements, and violate data privacy laws.
Therefore, all employees, contractors, or personnel using a mobile device connected
to THE NEW PAGAN DAWN'’s corporate network, and/or capable of backing up,
storing, or otherwise accessing corporate data of any type, must adhere to

company-defined processes and policies in doing so.

Applicability

This policy applies to all THE NEW PAGAN DAWN employees, including full and
part-time staff, contractors, freelancers, volunteers and other agents who use any
mobile device to access, store, backup, or relocate any organization or client-specific
data. Such access to this confidential data is a privilege, not a right, and forms the
basis of the trust THE NEW PAGAN DAWN has built with its clients, supply chain
partners, and other constituents. Consequently, employment at THE NEW PAGAN
DAWN does not automatically guarantee the initial or ongoing ability to use these

devices to gain access to corporate networks and information.

The policy addresses a range of threats to enterprise data, or related to its use, such

as:

Threat Description

Device Loss Devices used to transfer or transport work files could be lost or stolen.
Sensitive data is deliberately stolen and sold by an employee or unauthorized

Data Theft

third party.
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Viruses, Trojans, worms, spyware, malware, and other threats could be introduc

Malware

to or via a mobile device.

Loss or theft of financial and/or personal and confidential data could expose
Compliance the enterprise to the risk of non-compliance with various identity theft

and privacy laws.

Addition of new hardware, software, and/or related components to provide
additional mobile device connectivity will be managed at the sole discretion of our IT
group. Unauthorized use of mobile devices to back up, store, and otherwise access

any company-related data is strictly forbidden.

This policy is complementary to any previously implemented policies dealing
specifically with data access, data storage, data movement, and connectivity of

devices to any element of the company network and resources.

Responsibilities
The TNPD General Secretary of THE NEW PAGAN DAWN has the overall
responsibility for the confidentiality, integrity, and availability of corporate data.

The TNPD Tehnic Department of THE NEW PAGAN DAWN has the execution and

maintenance of information technology and information systems.

Other staff under the direction of the Board of Directors are responsible for following

the procedures and policies within information technology and information systems.

All THE NEW PAGAN DAWN employees, volunteers, contractors, freelancers,
agencies and members are responsible to act in accordance with company policies

and procedures.

Affected Technology

Connectivity of all mobile devices will be centrally managed by THE NEW PAGAN
DAWN's IT department and will use authentication and strong encryption measures.
Although IT will not directly manage personal devices purchased by employees, end
users are expected to adhere to the same security protocols when connected to
non-corporate equipment. Failure to do so will result in immediate suspension of all

network access privileges so as to protect the company’s infrastructure.
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Policy & Appropriate Use
It is the responsibility of any THE NEW PAGAN DAWN employee using a mobile

device to access corporate resources to ensure that all security protocols normally

used in the management of data on conventional storage infrastructure are also

applied here. It is imperative that any mobile device that is used to conduct THE
NEW PAGAN DAWN business be used appropriately, responsibly, and ethically.

Failure to do so will result in immediate suspension of that user’s account. Based on

this requirement, the following rules must be observed:

Access Control

1.

IT reserves the right to refuse, by physical and non-physical means, the ability
to connect mobile devices to corporate and corporate-connected
infrastructure. IT will engage in such action if such equipment is being used in

a way that puts the company’s systems, data, users, and clients at risk.

Prior to initial use on the corporate network or related infrastructure, all
mobile devices must be approved by IT. THE NEW PAGAN DAWN will
maintain a list of approved mobile devices and related software applications
and utilities, and it will be stored at Miradore.com Servers. Devices that are
not on this list may not be connected to corporate infrastructure. If your
preferred device does not appear on this list, contact the helpdesk at
tehnic@thenewpagandawn.ei or +40745686833. Although IT currently only
allows listed devices to be connected to enterprise infrastructure, it reserves

the right to update this list in the future.

End users who wish to connect such devices to non-corporate network
infrastructure to gain access to enterprise data must employ, for their devices
and related infrastructure, security measures deemed necessary by the IT
department. Enterprise data is not to be accessed on any hardware that fails to
meet THE NEW PAGAN DAWN'’s established enterprise IT security
standards.

All personal mobile devices attempting to connect to the corporate network
through the Internet will be inspected by THE NEW PAGAN DAWN’s IT
department. Devices that are not approved by IT, are not in compliance with
IT’s security policies, or represent any threat to the corporate network or data
will not be allowed to connect. Devices may only access the corporate network
and data through the Internet using a Secure Socket Layer (SSL) Virtual
Private Network (VPN) connection. The SSL VPN portal web address will be
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provided to users as required. Smart mobile devices such as smartphones,
tablets, and laptops will access the corporate network and data using mobile
VPN software installed on the device by IT.

Mobile Device Management (MDM)
1. THE NEW PAGAN DAWN's IT department uses the Miradore mobile device

management solution to secure mobile devices and enforce policies remotely.
Before connecting a mobile device to corporate resources, the device must be

set to be manageable by Miradore.

Miradore Online Client’s client application must be installed on any mobile
devices connecting to corporate resources. Even personal devices owned by
employees must have the Miradore Online Client IOS and Android App
installed. The application can be installed by contacting the IT department.

The mobile device management solution enables IT to take the following

actions on mobile devices: [remote wipe, location tracking, remote lock].

Any attempt to contravene or bypass the mobile device management
implementation will result in immediate disconnection from all corporate
resources, and there may be additional consequences in accordance with THE
NEW PAGAN DAWN’s overarching security policy.

Security

1. Employees using mobile devices and related software for network and data

access will, without exception, use secure data management procedures. All
mobile devices must be protected by a strong password; a PIN for Mobile
Devices or a Password for Desktop/Laptop. All data stored on the device must
be encrypted using strong encryption. Employees agree never to disclose their

passwords to anyone.

All users of mobile devices must employ reasonable physical security
measures. End users are expected to secure all such devices against being lost

or stolen, whether or not they are actually in use and/or being carried.

Any non-corporate computers used to synchronize or backup data on mobile
devices will have installed up-to-date anti-virus and anti-malware software
deemed necessary by THE NEW PAGAN DAWN’s IT department.

Passwords and other confidential data, as defined by THE NEW PAGAN

DAWN's IT department, are not to be stored unencrypted on mobile devices.
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10.

11.

Any mobile device that is being used to store or access THE NEW PAGAN
DAWN data must adhere to the authentication requirements of THE NEW
PAGAN DAWN'’s IT department. In addition, all hardware security
configurations must be pre-approved by THE NEW PAGAN DAWN’s IT
department before any enterprise data-carrying device can be connected to the

corporate network.

IT will manage security policies, network, application, and data access
centrally using whatever technology solutions it deems suitable. Any attempt
to contravene or bypass that security implementation will be deemed an
intrusion attempt and will be dealt with in accordance with THE NEW
PAGAN DAWN's overarching security policy.

Employees, contractors, and temporary staff accessing THE NEW PAGAN
DAWN internet resources from a smartphone or tablet will NOT save their
user credentials or internet sessions when logging in or accessing company

resources of any kind.

Employees, contractors, volunteers and temporary staff will follow all
enterprise-sanctioned data removal procedures to permanently erase

company-specific data from such devices once its use is no longer required.

In the event of a lost or stolen mobile device, the user is required to report the
incident to IT immediately. The device will be remotely wiped of all data and
locked to prevent access by anyone other than IT. If the device is recovered, it
can be submitted to IT for re-provisioning. The remote wipe will destroy all
data on the device, whether it is related to company business or personal. The
THE NEW PAGAN DAWN Remote Wipe Waiver, which ensures that the user
understands that personal data may be erased in the rare event of a security

breach, must be agreed to before connecting the device to corporate resources.

Usage of location-based services and mobile check-in services, which use GPS
capabilities to share real-time user location with external parties, is prohibited

within the workplace.

Usage of a mobile device to capture images, video, or audio, whether native to
the device or through third-party applications, is prohibited within the

workplace.
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12. Applications that are not approved by IT are not to be used within the

workplace or in conjunction with corporate data.

Hardware& Support

1. IT reserves the right, through policy enforcement and any other means it

deems necessary, to limit the ability of end users to transfer data to and from

specific resources on the enterprise network.

Users will make no modifications to the hardware or software that change the
nature of the device in a significant way (e.g. replacing or overriding the
operating system, jail-breaking, rooting) without the express approval of THE
NEW PAGAN DAWN's IT department.

IT will support the connection of mobile devices to corporate resources. On
personally owned devices, IT will not support hardware issues or

non-corporate applications.

Organizational Protocol

1. IT can and will establish audit trails, which will be accessed, published, and

used without notice. Such trails will be able to track the attachment of an
external device to the corporate network, and the resulting reports may be
used for investigation of possible breaches and/or misuse. The end user agrees
to and accepts that his or her access and/or connection to THE NEW PAGAN
DAWN’s networks may be monitored to record dates, times, duration of
access, etc. in order to identify unusual usage patterns or other suspicious
activity. The status of the device, including location, IP address, Serial
Number, IMEI, may also be monitored. This monitoring is necessary in order
to identify accounts/computers that may have been compromised by external
parties or users who are not complying with THE NEW PAGAN DAWN’s

policies.

The end user agrees to immediately report to his/her manager and THE NEW
PAGAN DAWN'’s IT department any incident or suspected incidents of
unauthorized data access, data loss, and/or disclosure of company resources,

databases, networks, etc.

THE NEW PAGAN DAWN [will/will not] reimburse employees if they choose
to purchase their own mobile devices. Users [will/will not] be allowed to

expense mobile network usage costs.
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4. Every mobile device user will be entitled and expected to attend a training
session about this policy. While a mobile device user will not be granted
access to corporate resources using a mobile device without accepting the
terms and conditions of this policy, employees are entitled to decline signing
this policy if they do not understand the policy or are uncomfortable with its

contents.

5. Any questions relating to this policy should be directed to Tehnic Department,
at +407456868330r tehnic@thenewpagandawn.eu. A copy of this policy, and
related policies and procedures, can be found at Monitorul Pagan Oficial

(monitorulpagan.eu).

Policy Non-Compliance

Failure to comply with the Mobile Device Acceptable Use Policy may, at the full
discretion of the organization, result in the suspension of any or all technology use
and connectivity privileges, disciplinary action, and possibly termination of

employment.

The Tehnic Department of THE NEW PAGAN DAWN will be advised of breaches of

this policy and will be responsible for appropriate remedial action.

Employee Declaration
I, [employee name], have read and understand the above Mobile Device Acceptable Use

Policy, and consent to adhere to the rules outlined therein.

Employee Signature Date

Date

2nd March 2022

IT Administrator Signature
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Mobile Device Remote Wipe Waiver

Purpose

This waiver defines remote wipe technology and ensures that employees understand
and agree to its use in the event that a remote wipe is necessary. This waiver is to be
read with, and signed in conjunction with the THE NEW PAGAN DAWN Mobile

Device Acceptable Use Policy.

The overriding goal of this policy is to protect the integrity of THE NEW PAGAN
DAWN data, as outlined in the THE NEW PAGAN DAWN Mobile Device
Acceptable Use Policy. Therefore, all users employing a mobile device that connects
to THE NEW PAGAN DAWN network, and/or is capable of backing up, storing, or

otherwise accessing data of any type, must agree to this remote wipe waiver.

Applicability

This waiver applies to the same devices and users outlined in the THE NEW PAGAN
DAWN Mobile Device Acceptable Use Policy. The waiver only applies to devices that
are utilized to access THE NEW PAGAN DAWN resources.

Remote Wipe
By connecting to THE NEW PAGAN DAWN technology resources, mobile devices
gain the capability of being wiped remotely by THE NEW PAGAN DAWN IT

department.

When a remote wipe is initiated by the user or the IT department, the user’s mobile
device will be wiped of all data and settings. Wiping data, documents, files, settings,
and applications in the event a device is lost, stolen, or compromised in any way is

critical to protecting our company and its constituents.

If a user requests a remote wipe all data stored on that device will be deleted. A user
can later restore personal date from a personal (e.g. from a user’s personal computer
or from a cloud service to which the user subscribes). It is recommended that users

backup their personal data frequently to minimize loss if a remote wipe is necessary.

A remote wipe will only be initiated if IT deems it appropriate. Examples of

situations requiring remote wipe include, but are not limited to:
e Device is lost, stolen or believed to be compromised
e Device is found to be non-compliant with company policy

e Device inspection is not granted in accordance with company policy
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e Device belongs to a user that no longer has a working relationship with THE
NEW PAGAN DAWN.

e The user decides they no longer wish to participate in accordance with Mobile

Device Acceptable Use Policy.

e Termination of employment in which the user has not already cleared all THE
NEW PAGAN DAWN data by another method approved by IT.

Employee Declaration

I, [employee name], have read and understand the above Mobile Device Remote Wipe
Waiver, and consent to have my device wiped if the IT department deems it
necessary. I further hold THE NEW PAGAN DAWN harmless and absolved of any
and all liability that arises from or in connection with remote wipe, remote lock, or

remote locate on my personal or provisioned device.

Employee Signature Date

Date

2nd March 2022

IT Administrator Signature
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ASOCIATIA THE NEW PAGAN DAWN
DEPARTAMENTUL TEHNIC - REGISTRATURA
NR DE IESIRE. DIT/TNPD/MDM/1/02.03.2022

v. RO

Politica de utilizare acceptabila a dispozitivelor mobile

Scop

Aceasta politicd defineste standardele, procedurile si restrictiile pentru toti
utilizatorii finali cu utilizari comerciale legitime care conecteaza dispozitive mobile la
reteaua corporativa, resursele digitale si datele THE NEW PAGAN DAWN. Politica
privind dispozitivele mobile se aplica, dar nu se limiteaza la, toate dispozitivele si

mediile insotitoare care se incadreaza in urmatoarele clasificari:
* Smartphone-uri

o Alte telefoane mobile/celulare

* Tablete

* Cititoare electronice

* Dispozitive media portabile

* Dispozitive portabile de jocuri

¢ Calculatoare laptop/notebook/ultrabook

pg. 11



e Dispozitive de calcul purtabile

* Orice alt dispozitiv mobil capabil si stocheze date corporative si si se conecteze la o retea

Pentru a impune securitatea si gestionarea dispozitivelor de la distantd, numai
dispozitivele care indeplinesc urmatoarele criterii au permisiunea de a accesa

resursele corporative:

* Smartphone-uri, tablete si alte dispozitive care ruleazd Android versiunea 2.3

(Gingerbread) si o versiune ulterioard.

® Smartphone-uri si tablete care ruleazd iOS 5.0 si versiuni ulterioare.

® Laptop-uri care ruleazid Windows 7 si versiuni ulterioare

® Laptop-uri care ruleazid Mac OS X Cheetah (10.0) si o versiune ulterioard

Politica se aplica oricarui dispozitiv mobil care este utilizat pentru a accesa resursele

corporative, indiferent daca dispozitivul este detinut de utilizator sau de organizatie.

Scopul principal al acestei politici este de a proteja integritatea clientului confidential
si a datelor de afaceri care rezida in infrastructura tehnologica a THE NEW PAGAN
DAWN, inclusiv serviciile cloud interne si externe. Aceastd politica intentioneaza sa
impiedice stocarea deliberatd sau involuntara a acestor date in mod nesigur pe un
dispozitiv mobil sau transportarea intr-o retea nesigurd unde ar putea fi accesate de
resurse neautorizate. O incalcare de acest tip poate duce la pierderea de informatii,
deteriorarea aplicatiilor critice, pierderea de venituri, deteriorarea imaginii publice a
companiei, incdlcarea cerintelor noastre de confidentialitate a datelor si incdlcarea
legilor privind confidentialitatea datelor. Prin urmare, toti angajatii, contractantii sau
personalul care utilizeazd un dispozitiv mobil conectat la reteaua corporativa a THE
NEW PAGAN DAWN si/sau capabil sa faca copii de rezerva, sa stocheze sau sa
acceseze In alt mod datele corporative de orice tip, trebuie sd adere la procesele si

politicile definite de companie. facand asta.

Aplicabilitate

Aceasta politicd se aplica tuturor angajatilor THE NEW PAGAN DAWN, inclusiv
angajatilor cu norma intreaga si partiald, contractantilor, liber profesionisti, voluntari
si altor agenti care folosesc orice dispozitiv mobil pentru a accesa, stoca, backup sau
reloca orice organizatie sau date specifice clientului. Un astfel de acces la aceste date

confidentiale este un privilegiu, nu un drept, si formeaza baza increderii pe care THE
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NEW PAGAN DAWN a construit-o cu clientii sai, partenerii lantului de
aprovizionare si alti constituenti. In consecintd, angajarea la THE NEW PAGAN
DAWN nu garanteaza automat capacitatea initiald sau continua de a utiliza aceste

dispozitive pentru a obtine acces la retelele si informatiile corporative.

Politica abordeazd o serie de amenintdri la adresa datelor intreprinderii sau legate de

utilizarea acestora, cum ar fi:
Amenintare Descrierea amenintarii

Pierderea dispozitivului Dispozitivele folosite pentru a transfera sau transporta

fisiere de lucru ar putea fi pierdute sau furate.

Furtul de date Datele sensibile sunt furate si vandute in mod deliberat de

catre un angajat sau neautorizat tert.

Pot fi introduse virusi, troieni, viermi, spyware, malware
si alte amenintdri catre sau prin intermediul unui

dispozitiv mobil.

Conformitate Pierderea sau furtul de date financiare si/sau personale si
confidentiale ar putea expune intreprinderea la riscul
nerespectdrii diverselor furturi de identitate si legile

privind confidentialitatea.

Addugarea de noi hardware, software si/sau componente aferente pentru a oferi
conectivitate suplimentara pentru dispozitivele mobile va fi gestionatad la discretia
exclusiva a grupului nostru IT. Utilizarea neautorizata a dispozitivelor mobile pentru
a crea copii de rezervd, a stoca si a accesa in alt mod orice date legate de companie

este strict interzisa.

Aceasta politica este complementard oricdror politici implementate anterior care se
ocupa In mod specific de accesul la date, stocarea datelor, miscarea datelor si

conectivitatea dispozitivelor la orice element al retelei si resurselor companiei.

Responsabilitati
Secretarul general al THE NEW PAGAN DAWN are responsabilitatea generala

pentru confidentialitatea, integritatea si disponibilitatea datelor corporative.

Departamentul Tehnic din THE NEW PAGAN DAWN are in atributii executia si

intretinerea tehnologiei informatiei si a sistemelor informationale.
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Alti membri ai personalului aflat sub conducerea Consiliului de Administratie sunt
responsabili pentru respectarea procedurilor si politicilor din tehnologia informatiei

si sistemele informationale.

Toti angajatii, contractantii, colaboratorii, membrii si voluntarii THE NEW PAGAN
DAWN sunt responsabili sa actioneze in conformitate cu politicile si procedurile

companiei.

Tehnologia afectata

Conectivitatea tuturor dispozitivelor mobile va fi gestionatda central de
departamentul IT al THE NEW PAGAN DAWN si va folosi masuri de autentificare si
de criptare puternice. Desi IT nu va gestiona direct dispozitivele personale
achizitionate de angajati, se asteapta ca utilizatorii finali sa adere la aceleasi
protocoale de securitate atunci cand sunt conectati la echipamente non-corporate.
Nerespectarea acestui lucru va duce la suspendarea imediata a tuturor privilegiilor

de acces la retea, pentru a proteja infrastructura companiei.

Politica si utilizare adecvata

Este responsabilitatea oricarui angajat al THE NEW PAGAN DAWN care utilizeaza
un dispozitiv mobil sd acceseze resursele corporative pentru a se asigura ca toate
protocoalele de securitate utilizate iIn mod normal in gestionarea datelor pe
infrastructura de stocare conventionala sunt de asemenea aplicate aici. Este imperativ
ca orice dispozitiv mobil care este folosit pentru a desfasura afacerea THE NEW
PAGAN DAWN sa fie utilizat In mod corespunzdtor, responsabil si etic.
Nerespectarea acestui lucru va duce la suspendarea imediatd a contului utilizatorului

respectiv. Pe baza acestei cerinte, trebuie respectate urmatoarele reguli:

Controlul accesului

1. IT 1si rezerva dreptul de a refuza, prin mijloace fizice si non-fizice, capacitatea de a
conecta dispozitive mobile la infrastructura corporativa si conectata la corporatie. IT
se va angaja intr-o astfel de actiune daca un astfel de echipament este utilizat intr-un

mod care pune in pericol sistemele, datele, utilizatorii si clientii companiei.

2. Tnainte de utilizarea initiald in reteaua corporativd sau infrastructura aferents,
toate dispozitivele mobile trebuie sd fie aprobate de IT. THE NEW PAGAN DAWN
va mentine o lista de dispozitive mobile aprobate si aplicatii software si utilitati
aferente si va fi stocata pe serverele Miradore.com. Este posibil ca dispozitivele care
nu se afla In aceastd lista sa nu fie conectate la infrastructura corporativd. Daca

dispozitivul dvs. preferat nu apare pe aceasta listd, contactati biroul de asistenta la
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tehnic@thenewpagandawn.ei sau +40745686833. Desi IT permite in prezent doar
conectarea dispozitivelor enumerate la infrastructura intreprinderii, isi rezerva

dreptul de a actualiza aceasta lista in viitor.

3. Utilizatorii finali care doresc sa conecteze astfel de dispozitive la infrastructura de
retea non-corporativa pentru a avea acces la datele intreprinderii trebuie sa utilizeze,
pentru dispozitivele lor si infrastructura aferentd, masurile de securitate considerate
necesare de catre departamentul IT. Datele intreprinderii nu trebuie accesate pe

niciun hardware care nu indeplineste standardele de securitate IT ale companiei THE
NEW PAGAN DAWN.

4. Toate dispozitivele mobile personale care incearca sd se conecteze la reteaua
corporativa prin Internet vor fi inspectate de departamentul IT al THE NEW PAGAN
DAWN. Dispozitivele care nu sunt aprobate de IT, nu sunt in conformitate cu
politicile de securitate ale IT sau reprezinta orice amenintare la adresa retelei
corporative sau a datelor nu vor avea voie sd se conecteze. Dispozitivele pot accesa
reteaua corporativa si datele numai prin Internet folosind o conexiune Secure Socket
Layer (SSL) Virtual Private Network (VPN). Adresa web a portalului VPN SSL va fi
furnizata utilizatorilor dupa cum este necesar. Dispozitivele mobile inteligente, cum
ar fi smartphone-urile, tabletele si laptopurile vor accesa reteaua corporativa si datele

folosind software-ul VPN mobil instalat pe dispozitiv de IT.

Managementul dispozitivelor mobile (MDM)

1. Departamentul IT al THE NEW PAGAN DAWN utilizeaza solutia de gestionare a
dispozitivelor mobile Miradore pentru a securiza dispozitivele mobile si pentru a
aplica politicile de la distanta. Inainte de a conecta un dispozitiv mobil la resursele

corporative, dispozitivul trebuie setat sa poatd fi gestionat de Miradore.

2. Aplicatia client Miradore Online Client trebuie sa fie instalata pe orice dispozitiv
mobil care se conecteaza la resursele corporative. Chiar si dispozitivele personale
detinute de angajati trebuie sa aiba instalate aplicatia Miradore Online Client IOS si

Android. Aplicatia poate fi instalatd contactand departamentul IT.

3. Solutia de gestionare a dispozitivelor mobile permite IT sa intreprinda urmatoarele
actiuni pe dispozitivele mobile: [stergere la distantd, urmarire locatie, blocare de la

distantd].

4. Orice Incercare de a incalca sau de a ocoli implementarea managementului

dispozitivelor mobile va avea ca rezultat deconectarea imediata de la toate resursele
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corporative si pot exista consecinte suplimentare In conformitate cu politica de
securitate generald a THE NEW PAGAN DAWN.

Securitate

1. Angajatii care utilizeaza dispozitive mobile si software aferent pentru acces la retea
si la date vor folosi, fdra exceptie, proceduri securizate de gestionare a datelor. Toate
dispozitivele mobile trebuie sa fie protejate de o parold puternicd; un PIN pentru
dispozitive mobile sau o parola pentru desktop/laptop. Toate datele stocate pe
dispozitiv trebuie criptate folosind criptare puternicd. Angajatii sunt de acord sa nu

dezvaluie niciodatd parolele nimanui.

2. Toti utilizatorii de dispozitive mobile trebuie sa utilizeze masuri rezonabile de
securitate fizicd. Se asteapta ca utilizatorii finali sa asigure toate astfel de dispozitive

impotriva pierderii sau furtului, indiferent daca sunt sau nu in uz si/sau transportate.

3. Orice computere non-corporate utilizate pentru sincronizarea sau copierea de
rezerva a datelor de pe dispozitivele mobile vor avea instalat software antivirus si
anti-malware actualizat, considerat necesar de departamentul IT al THE NEW
PAGAN DAWN.

4. Parolele si alte date confidentiale, asa cum sunt definite de departamentul IT al
THE NEW PAGAN DAWN, nu trebuie sa fie stocate necriptate pe dispozitivele
mobile.

5. Orice dispozitiv mobil care este utilizat pentru stocarea sau accesarea datelor THE
NEW PAGAN DAWN trebuie sa respecte cerintele de autentificare ale
departamentului IT al THE NEW PAGAN DAWN. In plus, toate configuratiile de
securitate hardware trebuie sa fie preaprobate de catre departamentul IT al THE
NEW PAGAN DAWN inainte ca orice dispozitiv de transport de date al companiei

sd poata fi conectat la reteaua corporativa.

6. IT va gestiona centralizat politicile de securitate, reteaua, aplicatia si accesul la
date, folosind orice solutii tehnologice pe care le considera potrivite. Orice incercare
de a incdlca sau de a ocoli implementarea securitatii va fi considerata o incercare de

intruziune si va fi tratatd In conformitate cu politica de securitate generald a THE
NEW PAGAN DAWN.

7. Angajatii, contractantii si personalul temporar care acceseaza resursele de internet
THE NEW PAGAN DAWN de pe un smartphone sau tabletd NU 1isi vor salva
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acreditarile de utilizator sau sesiunile de internet atunci cand se conecteaza sau

acceseaza resursele companiei de orice fel.

8. Angajatii, contractantii, voluntarii si personalul temporar vor urma toate
procedurile de eliminare a datelor aprobate de intreprindere pentru a sterge definitiv
datele specifice companiei de pe astfel de dispozitive odata ce utilizarea acestora nu

mai este necesara.

9. In cazul pierderii sau furtului unui dispozitiv mobil, utilizatorul este obligat s
raporteze imediat incidentul catre IT. Dispozitivul va fi sters de la distanta de toate
datele si blocat pentru a preveni accesul de catre oricine, altul decat IT. Daca
dispozitivul este recuperat, acesta poate fi trimis IT pentru reprovizionare. Stergerea
de la distanta va distruge toate datele de pe dispozitiv, indiferent daca sunt legate de
afacerile companiei sau personale. THE NEW PAGAN DAWN Remote Wipe Waiver,
care asigura ca utilizatorul intelege ca datele personale pot fi sterse in cazul rar al
unei incdlcdri a securitatii, trebuie sa fie de acord inainte de a conecta dispozitivul la

resursele corporative.

10. Utilizarea serviciilor bazate pe locatie si a serviciilor mobile de check-in, care
utilizeaza capabilitatile GPS pentru a partaja locatia utilizatorului in timp real cu

parti externe, este interzisa la locul de munca.

11. Utilizarea unui dispozitiv mobil pentru a capta imagini, video sau audio,
indiferent dacd este nativ pentru dispozitiv sau prin aplicatii terte, este interzisa la

locul de munca.

12. Aplicatiile care nu sunt aprobate de IT nu trebuie utilizate la locul de munca sau

impreunad cu datele corporative.

Hardware si suport
1. IT 1si rezerva dreptul, prin aplicarea politicii si prin orice alte mijloace pe care le
considera necesare, de a limita capacitatea utilizatorilor finali de a transfera date

cdtre si de la resurse specifice din reteaua intreprinderii.

2. Utilizatorii nu vor face modificari hardware sau software care schimbd natura
dispozitivului intr-un mod semnificativ (de exemplu, inlocuirea sau suprascrierea
sistemului de operare, jail-breaking, rooting) fdra aprobarea expresd a
departamentului IT al THE NEW PAGAN DAWN.
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3. IT va sprijini conectarea dispozitivelor mobile la resursele corporative. Pe
dispozitivele detinute personal, IT nu va accepta probleme hardware sau aplicatii

non-corporate.

Protocolul organizatoric

1. IT poate si va stabili piste de audit, care vor fi accesate, publicate si utilizate fara
notificare. Astfel de trasee vor putea urmadri atasarea unui dispozitiv extern la
reteaua corporativd, iar rapoartele rezultate pot fi utilizate pentru investigarea
posibilelor incalcdri si/sau utilizari gresite. Utilizatorul final este de acord si accepta
ca accesul si/sau conexiunea sa la retelele THE NEW PAGAN DAWN sa poatd fi
monitorizate pentru a inregistra datele, orele, durata accesului etc. pentru a identifica
modele de utilizare neobisnuite sau alte activitati suspecte. Starea dispozitivului,
inclusiv locatia, adresa IP, numadrul de serie, IMEI, poate fi de asemenea
monitorizata. Aceastd ~monitorizare este necesara pentru a identifica
conturile/calculatoarele care ar fi putut fi compromise de parti externe sau de
utilizatori care nu respecta politicile THE NEW PAGAN DAWN.

2. Utilizatorul final este de acord sa raporteze imediat managerului sau si
departamentului IT al THE NEW PAGAN DAWN orice incident sau incidente
suspectate de acces neautorizat la date, pierdere de date si/sau dezvdluire a

resurselor companiei, bazelor de date, retelelor etc.

3. THE NEW PAGAN DAWN [va/nu va] rambursa angajatii dacd aleg sa-si cumpere
propriile dispozitive mobile. Utilizatorilor [vor/nu] li se va permite sa cheltuiasca

costurile de utilizare a retelei mobile.

4. Fiecare utilizator de dispozitiv mobil va avea dreptul si va participa la o sesiune de
instruire despre aceasta politica. Desi unui utilizator de dispozitiv mobil nu i se va
acorda acces la resursele corporative folosind un dispozitiv mobil fara a accepta
termenii si conditiile acestei politici, angajatii au dreptul de a refuza semnarea acestei

politici daca nu inteleg politica sau nu sunt confortabili cu continutul acesteia.

5. Orice intrebari legate de aceasta politica trebuie adresate Departamentului Tehnic,
la +40745686833sau tehnic@thenewpagandawn.eu. O copie a acestei politici, precum
si politicile si procedurile aferente, pot fi gdsite la Monitorul Pagan Oficial

(monitorulpagan.eu).

Nerespectarea politicii
Nerespectarea Politicii de utilizare acceptabila a dispozitivelor mobile poate duce, la

discretia deplina a organizatiei, la suspendarea oricdruia sau a tuturor privilegiilor
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de utilizare a tehnologiei si de conectivitate, actiuni disciplinare si, eventual,

incetarea angajdrii.

Departamentul Tehnic al THE NEW PAGAN DAWN va fi imediat informat cu
privire la Incdlcarea acestei politici si va fi responsabil pentru masurile corective

corespunzatoare.

Declaratia angajatului
Eu, [numele angajatului], am citit si inteles Politica de utilizare acceptabild a

dispozitivelor mobile de mai sus si sunt de acord sa aderam la regulile prezentate in

aceasta.
Semnadtura angajatului Data
Semnatura managerului Data

2 martie 2022

Semnatura administratorului IT

Renuntare la stergerea de la distanta a dispozitivului mobil

Scop

Aceasta derogare defineste tehnologia de stergere de la distanta si asigura faptul ca
angajatii Inteleg si sunt de acord cu utilizarea acesteia in cazul in care este necesara
stergerea de la distanta. Aceastd derogare trebuie cititd si semnatd Impreund cu
Politica de utilizare acceptabild a dispozitivelor mobile THE NEW PAGAN DAWN.

Scopul primordial al acestei politici este de a proteja integritatea datelor THE NEW
PAGAN DAWN, asa cum este subliniat in Politica de utilizare acceptabild a
dispozitivelor mobile THE NEW PAGAN DAWN. Prin urmare, toti utilizatorii care
folosesc un dispozitiv mobil care se conecteaza la reteaua THE NEW PAGAN DAWN
si/sau care este capabil sd facd copii de rezerva, sa stocheze sau sa acceseze in alt mod
date de orice tip, trebuie sa fie de acord cu aceasta renuntare la stergere de la

distanta.
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Aplicabilitate

Aceastd derogare se aplica acelorasi dispozitive si utilizatori descrisi in Politica de
utilizare acceptabild a dispozitivelor mobile THE NEW PAGAN DAWN. Renuntarea
se aplica numai dispozitivelor care sunt utilizate pentru a accesa resursele THE NEW
PAGAN DAWN.

Stergere de la distanta

Prin conectarea la resursele tehnologice THE NEW PAGAN DAWN, dispozitivele
mobile dobandesc capacitatea de a fi sterse de la distantd de catre departamentul IT
THE NEW PAGAN DAWN.

Atunci cand utilizatorul sau departamentul IT initiaza o stergere de la distantd,
dispozitivul mobil al utilizatorului va fi sters de toate datele si setarile. Stergerea
datelor, documentelor, fisierelor, setdrilor si aplicatiilor in cazul in care un dispozitiv
este pierdut, furat sau compromis in vreun fel este esentialda pentru protejarea

companiei noastre si a constituentilor sai.

Dacd un utilizator solicita o stergere de la distanta, toate datele stocate pe acel
dispozitiv vor fi sterse. Ulterior, un utilizator poate restaura data personala dintr-o
persoana (de exemplu, de pe computerul personal al unui utilizator sau dintr-un
serviciu cloud la care utilizatorul este abonat). Se recomanda ca utilizatorii sa faca
backup frecvent la datele lor personale pentru a minimiza pierderile daca este

necesara o stergere de la distanta.

O stergere de la distanta va fi initiatd numai dacd IT considera cd este necesar.
Exemplele de situatii care necesita stergere de la distanta includ, dar nu se limiteaza

la:

* Dispozitivul este pierdut, furat sau considerat a fi compromis

* S-a constatat ca dispozitivul nu respecta politica companiei

* Inspectia dispozitivului nu este acordata in conformitate cu politica companiei

* Dispozitivul apartine unui utilizator care nu mai are o relatie de lucru cu THE
NEW PAGAN DAWN.

e Utilizatorul decide ca nu mai doreste sd participe in conformitate cu Politica de

utilizare acceptabild a dispozitivelor mobile.

e Incetarea raporturilor de muncé in care utilizatorul nu a sters deja toate datele THE
NEW PAGAN DAWN printr-o alta metoda aprobata de IT.
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Declaratia angajatului

Eu, [numele angajatului], am citit si inteles Exonerarea de stergere de la distanta a
dispozitivului mobil de mai sus si sunt de acord ca dispozitivul meu sa fie sters daca
departamentul IT considerd ci este necesar. In plus, il tin pe THE NEW PAGAN
DAWN inofensiv si absolvit de orice rdspundere care decurge din sau in legaturd cu
stergerea de la distantd, blocarea de la distantd sau localizarea de la distanta pe

dispozitivul meu personal sau furnizat.

Semnadtura angajatului Data

Data

2 martie 2022

Semnatura administratorului IT
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